FCC is the best of both worlds

attacker’s toolbox VS, our toolbox



Quantum computers change the problem

attacker’s toolbox our toolbox



From objects to maps

Yesterday: elliptic curves and their groups of points.
Today’s talk: maps between elliptic curves.
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The promise of
isogeny-based cryptography

Craig Costello

Workshop on Elliptic Curves

University of Sydney, 2 October 2026



Shor’s algorithm breaks RSA and ECC

Factoring and elliptic-curve discrete logarithms admit quantum polynomial-time algorithms

Q = [x]P ... find x

Superposition

la,b)|0) = |ab)]|la]P +[D]Q)

Evaluate many input pairs

2026 projections for 256-bit ECDLP

Google lonQ
<1,450 logical qubits 1,457 logical qubits
<70 million Toffoli gates 39 million Toffoli gates

Shor (1994/1997); Proos—Zalka (2003); Babbush et al. (2026); Haner et al. (2026).
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PQC standards: ML-KEM and ML-DSA use lattice problems

ML-KEM: key establishment. ML-DSA: digital signatures. NIST standards since 2024.

Learning with errors b=As+e
A public S secret e small b public
2 5 1 3 1] 1] 2
- 3 4 g X - + -1 — 0 (mod 13)
4 1 2 5 3 1 7
3 2 5 1 4 -1 12

Given A and b, recover s from noisy modular equations.
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The supersingular 2-isogeny graph

A. K. Pizer, "Ramanujan graphs and Hecke operators,” Bull. AMS 23 (1990), 127-137.

37

curves, up to
iIsomorphism

p =431
jEF

3 outgoing choices
at each vertex

Loops and multiplicities count.
Drawing suppresses weights.
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The supersingular 3-isogeny graph

The same curves, with four outgoing kernel choices at each vertex
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An expander

O(log p) steps
to mix

\

Easy to walk.
Hard to find a path.




SIDH: the square behind SIKE

Historical key exchange, broken in 2022

Alice: @,, degree 2°

) !

@'y, 3°

€

AB

@'y 2°
EABEE()/(A‘FB)

Jao—De Feo (2011); SIKE Round 3 specification

Public keys also carry
transported torsion
bases

Alice sends
Ex ©4(Pg), @4(Qp)

Shared secret

j(Eag)

05



Why SIKE attracted attention

NIST category 1 parameters, before the 2022 break

SCHEME PUBLIC KEY CIPHERTEXT
3 3 O SIKEp434 330 346
byte public key Kyber512 800 768
SIKEp434 McEliece348864 261,120 128

Compact keys were the promise.

The auxiliary torsion data was the weakness.
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Kani’'s lemma and the Castryck-Decru attack

Kani turns product splitting into a test for SIDH secret isogenies

Elez

quotient by H

Jac(C) Fi x F,

genus(C) = 2 split product

Geometrically, as principally polarized surfaces.

«Use the public torsion images.
« Construct an auxiliary isogeny.
*Glue the two elliptic curves.

* Apply Kani's splitting criterion.

«Recover the secret path progressively.
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Identification and Fiat-Shamir

Schnorr's protocol as a model: G = (g) has prime order q

Prover

secret x

@
qu

Fiat-Shamir

Schnorr (1991); Fiat—-Shamir (1986).

Verifier
publicY = g*

* random challenge

z=1r+cx (mod q)
. * checkg”=RY"

c =H(Y,R, m) signature: (R, z)

The message fixes the challenge. The verification equation stays the same.
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SQlsign: the identification diamond

Public key E_,, secret isogeny @, and its quaternion description

pkr
/ \
7’ ~
7’ ~
7 S -
e
Psk Pid o Pcom
7 N
secret » ~ _ fresh secret
e ~
7 ~

7 ~

Pchi
degree 2%

(prsp
odd degree

Commit

R=E_,
Challenge

¢ =H(E, Ecop M)
Ec = Epy / (P +[c]Q)
Respond

o = (c, enc(@,g,))

Verify: recover E_ .,
then check the hash.
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SQisign and post-quantum signatures

Smallest parameter sets. Public-key and signature sizes in bytes.

SCHEME CATEGORY PUBLIC KEY SIGNATURE
SQlsign-| 1 83 200
ML-DSA-44 2 1,312 2,420
SLH-DSA-128s 1 32 7,856
Falcon-512 1 897 666




Tensor-MIKE: rank multiplies dimension

Rank-two modules turn one elliptic-curve dimension into two
dim(M x A) = rank,(M) - dim(A)

M, * rank 2 Mg * rank 2

E 0 AA AAB

1 2 4

elliptic curve public surface shared fourfold

Special surfaces use elliptic j-data: 64-byte public keys demonstrated; security calibration ongoing.

Robert, The module action for isogeny-based cryptography, 2024. 11



Delfs—Galbraith: reach the subfield

The classical baseline for finding an unrestricted isogeny

~p/12

vertices in the full graph

0(Vp)

subfield vertices

0(®@™*) + 0('")

reach subfield connect

] € IF“p schematic

Delfs—Galbraith (2016). 12



Every vertex hides a quaternion order

The endomorphism ring records all algebraic self-maps of the curve

Isogeny Isogeny

End(E,) End(E) End(E")

Maximal orders in B ,

Find an isogeny < Compute End(E) < Find a non-scalar endomorphism

Deuring correspondence; Page-Wesolowski (EUROCRYPT 2024); Herlédan Le Merdy—Wesolowski (TCC 2025).
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An explicit endomorphism ring

yo =X — X
(x,y) = (—x,V?ly) n(x,y) = (xP,yP)
= —1 T = —p Tl = —ITT

1+ 71+ 1
2 2

End(E,) = T <1, L

A maximal orderin B, = (-1, -p)g
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Wesolowski’s 2026 breakthrough

Use Frobenius to turn a short isogeny into an endomorphism

(@ separable
1/3

P

+ 0o(1) in the exponent

 Frobenius time and memory

Under a smoothness heuristic

mo @ € End(E) \ Z

Asymptotic progress is dramatic. Practical costs are still being assessed.

B. Wesolowski, “The supersingular isogeny problem in time and memory p”(1/3+0(1)),” ePrint 2026/1486.
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Open problems

iIsogeni.es/problems

071  The Supersingular Isogeny Problem 05

2026 breakthrough

Vectorization for Oriented Elliptic
02
Curves 06

03 Hashing into Supersingular Curves

07
04  Optimal KLPT

Large-degree Isogenies from Elliptic
Curves

Transferring Endomorphism Rings
along Isogenies

Strong Encryption Protocols

Which mathematical obstacle should we tackle next?

Castryck—De Feo—Galbraith—Kutas—Reijnders—Wesolowski, “The Isogeny Problems,” ePrint 2026/1431.

16



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20


  Q =  [ x ] P


  x


   | a , b ⟩    |   0   ⟩ ↦  |   a , b   ⟩    |    [ a ] P +  [ b ] Q   ⟩  


  dim ⁡ ( M   ⋆   A )   =   rank R ( M )   ·   dim ⁡ ( A )


  j   ∈   𝔽 ₚ


  ≈   p   /   12


  Õ ( √ p )


  Õ ( p ¹ ᐟ ² )     +     Õ  (  p 1  ᐟ 4 )


  y ²   =   x ³   −   x


  𝜄  ( x , y ) =  ( − x ,  − 1   y )


  𝜄 ²   =   − 1                     𝜋 ²   =   − p                     𝜋 𝜄   =   − 𝜄 𝜋


  E n d ( E ₀ )   =   ℤ  ⟨ 1 ,   𝜄 ,   1   +   𝜋 2 ,   𝜄   +   𝜄 𝜋 2 ⟩


  𝜋  ( x , y ) = (  x p ,  y p )


  p ¹ ᐟ ³

