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Part 1: Motivation



Diffie-Hellman key exchange (circa 1976)

q = 1606938044258990275541962092341162602522202993782792835301301
g = 123456789

g*modq = 7846737452942265357975459631985270257549969298008577794859>

€0048104293218128667441021342483133802626271394299410128798 = g®” mod g




Index calculus

solve g*=h (modp)
eg. 3*=37 (mod1217)

- factor base p; = {2,3,5,7,11,13,17,19}, #p;, =8
- Find 8 values of k where 3% splits over p;, i.e., 3% = +[[p; mod p

(mod 1217) (mod 1216) (mod 1216)
31 =3 1=L(3) L(2) =216
324 =_-22.7.13 24 = 608+ 2-L(2) + L(7) + L(13) L(3) =1
32> = 53 25 =3-L(5) L(5) = 819
330 = _2.52 30 =608+ L(2)+2-L(5) L(7) =113
334 =_-3.7.19 34 = 608 + L(3) + L(7) + L(19) L(11) = 1059
34 =_-5.11 54 = 608 + L(5) + L(11) L(13) = 87
371 = 17 71 = 608 + L(17) L(17) = 679

387 = 13 87 = L(13) L(19) = 528



Index calculus

solve  g*=h (modp)
eg. 3*=37 (mod1217)

L(2) = 216 Now search for j such that g/ - h = 37 - 37 factors over p;
L = 19 316.37 = 23.7-11 (mod 1217)

LD = 1089 L(37) =3-L(2) +L(7) + L(11) — 16 (mod 1216)
T =3-216+ 113 + 1059 — 16

L(19) = 528 = 588

Subexponential complexity L,[1/3, (64/9)1/3] = o ((64/9)/3+0(1))(In(p) /> (nln(p))*/*



Diffie-Hellman key exchange (circa 2016

58096059953699580628595025333045743706869751763628952366614861522872037309971102257373360445331184072513261577549805174439905295945400471216628856721870324010321116397
06440498844049850989051627200244765807041812394729680540024104827976584369381522292361208779044769892743225751738076979568811309579125511333093243519553784816306381580
16186020024749256844815024251530444957718760413642873858099017255157393414625583036640591500086964373205321856683254529110790372283163413859958640669032595972518744716
90595408050123102096390117507487600170953607342349457574162729948560133086169585299583046776370191815940885283450612858638982717634572948835466388795543116154464463301
99254382340016292057090751175533888161918987295591531536698701292267685465517437915790823154844634780260102891718032495396075041899485513811126977307478969074857043710
716150121315922024556759241239013152919710956468406379442914941614357107914462567329693649

g = 123456789

197496648183227193286262018614250555971909799762533760654008147994875775445667054218578105133138217497206890599554928429450667899476

a 854668595594034093493637562451078938296960313488696178848142491351687253054602202966247046105770771577248321682117174246128321195678
537631520278649403464797353691996736993577092687178385602298873558954121056430522899619761453727082217823475746223803790014235051396

(n]0(i qo 799049446508224661850168149957401474638456716624401906701394472447015052569417746372185093302535739383791980070572381421729029651639
_ 304234361268764971707763484300668923972868709121665568669830978657804740157916611563508569886847487772676671207386096152947607114559

- 706340209059103703018182635521898738094546294558035569752596676346614699327742088471255741184755866117812209895514952436160199336532
6052422101474898256696660124195726100495725510022002932814218768060112310763455404567248761396399633344901857872119208518550803791724

411604662069593306683228525653441872410777999220572079993574397237156368762038378332742471939666544968793817819321495269833613169937
986164811320795616949957400518206385310292475529284550626247132930124027703140131220968771142788394846592816111078275196955258045178
705254016469773509936925361994895894163065551105161929613139219782198757542984826465893457768888915561514505048091856159412977576049
073563225572809880970058396501719665853110101308432647427786565525121328772587167842037624190143909787938665842005691911997396726455 é}b
110758448552553744288464337906540312125397571803103278271979007681841394534114315726120595749993896347981789310754194864577435905673 d
172970033596584445206671223874399576560291954856168126236657381519414592942037018351232440467191228145585909045861278091800166330876 (1NOA g
4073238447199488070126873048860279221761629281961046255219584327714817248626243962413613075956770018017385724999495117779149416882188




Diffie-Hellman key exchange (cont.)

« Individual secret keys secure under Discrete Log Problem (DLP): g,g* » x
« Shared secret secure under Diffie-Hellman Problem (DHP): g, g%, g° — g%

- Fundamental operation in DH is group exponentiation: g, x — g*
... done via “square-and-multiply”, e.g., (x), = (1,0,1,1,0,0,0,1 ...)

- We are working “mod q", but only with one operation: multiplication

« Main reason for fields being so big: (sub-exponential) index calculus attacks!



Elliptic-curve key exchange

Koblitz and Miller (1985) independently proposed elliptic-curve groups.

Koblitz Miller

Fast arithmetic, with a hard discrete-logarithm problem.



Part 2. Flliptic curves



Some good references

Joseph H. Silverman

The Arithmetic
of Elliptic Curves

nd Editior

€ Springer

Elliptic Silverman’s talk: “An Introduction to the Theory of Elliptic Curves”
curves | http://www.math.brown.edu/~jhs/Presentations/WyomingEllipticCurve.pdf
Elliptic Sutherland’s MIT course on elliptic curves:
curves https://math.mit.edu/classes/18.783/2015/lectures.html

ECC Koblitz-Menezes: ECC: the serpentine course of a paradigm shift

http://eprint.iacr.org/2008/390.pdf
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T you've never seen an elliptic curve betore....

Remember: an elliptic curve is a group defined over a field

elliptic curve group (E,D)

underlying fielo

(K, +, X)

Can o

Can G

O €

AS,

O

X =+

operations in underlying field are used and combined to
compute the elliptic curve operation @




Why move beyond lines and conics?

Degree 1. on the additive line, a discrete logarithm is division.

Q=[m|P = m=QP ! (modp), P+#0

Degree 2: conic groups return us to finite-field logarithms.

Cpx*—dy* =1, d nonsquareinF,, p # 2

Cqa(F,) ={z € IF;;Z:Zerl =1}

p + 1 points, with finite-field index-calculus attacks.



Degree three: elliptic curves

A smooth projective curve of genus 1, with a chosen K-point O.

E/K: y*=x"+ax+Db

— < d

char(K) # 2,3, 4a’+27b*#0



Two points determine a third intersection

P+Q+S=0, P+Q=-S



A tangent adds a point to itselt

The tangent meets the curve twice at P.

E:y*=x"—2x

P=(-1-1)




The group law in formulas

_ 2

}\_YQ_yP }\_Bxp+a
XQ = Xp 2Yp

P+ +0 P=Q, y,#0

R=P+Q
xR :}\Z_XP_XQ

Ve =AXp—Xg) —Yp

O+P=P, P+ (—P)=0, and —(x,y) = (x,—y).



The (abelian) group axioms

- Closure: the third point of intersection must be in the field
. Identity: Eq»(K) = {(x,y) : y2 = x* + ax + b} U {o0}

. Inverse: 8 (x,y) = (x,—y)

e Associative: a theorem

P&Q

« Commutative: line through P and Q same as line through Q and P



Part 3. Over Q and C



Rational points on E/Q
E:y*=x"—4x+1
P=(0,1), Q0=(21)

S P y=1

x(x—2)(x+2)=0
P+Q

P+Q=(-2-1)



More rational points

[2]P

The tangentat P is y=1-2x




Mordell-Well: a finite description

E(Q) = E(Q),,, D’

Torsion: [n]T = O for some integer n > 0.

Rank counts independent infinite-order generators.
y*=x—4x+1: E(Q)=ZPDZQ

P=(0,1), 0Q0=(21), R =|m|P+|n]Q



Some small ranks

Curve Rank Free generators
yi=x3—x 0 none
yi=x3—2 1 (3,5)
ye=x>—4x+1 2 (0,1), (2,1)

Positive rank gives infinitely many rational points.




Elliptic curves over C

AN=7Zw;+Zw,
w,/wy; & R
[ 141 2+1
z Z.-l-l . N=7+17Z
0 1 2 [z] = [z+1] = [z +1]

A period changes the representative, but leaves the same class.



Why the quotient is a torus

JA

4

C/(Z +iZ) = (R/T)"
| >

Cylinder

Square

Join left and right edges, then join the circular ends.

Two real dimensions, one complex dimension.



Addition modulo a lattice

Subtracting 1 € A gives the same torus point.

>+ L, w=++Li
z+w=2+3
L3 +ail =g +ai



The Weierstrass parametrisation

The Weierstrass function g inverts the elliptic integral.

C/A — E(C) o) =5+ Y (5

- (p@.22),  [0]—0

(9)° = 4¢° + 4ap + 4b

z(P+Q)=2z(P)+2z(Q) in C/A




Four points killed by doubling

141
l ° ° 2
2
(=1 ,0) (1N0)

0 2 O is the point at infinity.

E(C)[2] = (Z/2L)*

For y* = x° — x, use a scaled square lattice.



Part 4: Flliptic curve cryptography



A toy example, cont.
E/]Fll:yz — x3 — 2X

E=12

[

(5,7) @ (8,10) = (10,10)

R4

o

() ¢—F—"F—F—F+—+ —
012 345678910



EFCDH key exchange (1999 — nowish)

p = 2256 _ 2224 + 2192 + 296 —1
p = 115792089210356248762697446949407573530086143415290314195533631308867097853951

ca72 — A3
#E = 115792089210356248762697446949407573529996955224135760342422259061068512044369

P = (48439561293906451759052585252797914202762949526041747995844080717082404635286,
36134250956749795798585127919587881956611106672985015071877198253568414405109)

[a]P = (84116208261315898167593067868200525612344221886333785331584793435449501658416,
102885655542185598026739250172885300109680266058548048621945393128043427650740)

[b]P = (24897888184477543965151224683693228039934561265205382251606920317839692409866,
39216653051315936751218517470892784660594591992540129887276696959298943554579)




Scalar multiplication: read the bits

13 = (1101),
Double, add Double Double, add

P |3]|P |6]P |13]|P

Read the bits from left to right, after the leading 1.

R<|2]R, R<R+ P ifthebitis1



The field operations behind each bit

_ 3x*+ Yo~y
ApBL xzy . Aabb = T, =%,
Bits 1 0 1
Work D, A D D, A

Field inversions cost time. Secret-dependent work may leak bits.



Projective coordinates

(X:Y:Z) ~ (cX:cY:cZ), cEK”
x=X/Z, y=Y/Z (Z + 0)

Y°Z =X’ +aXZ* + bZ’

0=(0:1:0) The all-zero triple is forbidden.



Doubling without an inversion

W = 3X*+ aZ*

X =2YZ(W?*—-8Y*XZ)
Y = W(12Y?XZ —W?) —8Y*Z?
7 =8Y373

No inversion. Handle [2]0 = O separately.



One inversion at the end

Use the same bit algorithm in projective coordinates.

(Xr:Yg:iZp) = [k](Xp:Yp: Zp)

Zp#0: z=275"
(xr, Yg) = (Xgz,Yg2)

it Zp = 0, the answer is O.



ECDLP security and Pollard’s rho algorithm

+ ECDLP: given P,Q € E(IF,) of prime order N, find k such that @ = [k]P

« Pollard’78: compute pseudo-random R; = |a;]P + |b;]Q until
we find a collision R; = R; with b; # b;, then k = (a; — a;)/(b; — b;)

« Birthday paradox says we can expect collision after computing
JTN /2 group elements R;, i.e., after = VN group operations.
So 2128 security needs N =~ 22°6

« The best known ECDLP algorithm on (well-chosen) elliptic curves
remains generic, i.e., elliptic curves are as strong as is possible



Index calculus on elliptic curves?

[Miller, 85] : “it is extremely unlikely that an index calculus [...] will ever be able to work”

Consider E/F{,17: vy =x3—3x+ 139
HE(F13,7) = 1277
P = (3,401) and Q = (192,847)
ECDLP: find k such that [k]P = Q

Regardless of factor base, can't efficiently decompose elements!

e.q., factor base R; = {(3,401), (5,395),(7,73),(11,252),(13,104), (19,265)}

Writing § = Y| k;]R; involves solving discrete logarithms, compare
this to integers mod p where we lift and factorise over the integers



Elliptic curves: the best of both worlds

P! x P! [ c R 5
Hom(&, £ :

UrR 5& — 8\;\? /170
/ @(\/E) T:E=E

attacker: generic VS. us: Not generic




ECC is the best of both worlds

attacker’s toolbox VS, our toolbox



Quantum computers change the problem

Shor's algorithm gives the attacker a new tool.

attacker’s toolbox our toolbox

A sufficiently large fault-tolerant quantum computer solves the DLP



From objects to maps

Today: elliptic curves and their groups of points.
©:E —E

e(P+Q) =) +o(@), ¢0)=0

|2]:E — E, Pw— [2]P

Tomorrow’s (isogeny) talk: maps between elliptic curves.



Questions?
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