
An introduction to

elliptic curve cryptography

Craig Costello

Workshop on Elliptic Curves

University of Sydney, 1 October 2026



Part 1: Motivation

Part 2: Elliptic curves

Part 3: Over ℚ and ℂ

Part 4: Elliptic curve cryptography













Elliptic-curve key exchange

Koblitz and Miller (1985) independently proposed elliptic-curve groups.

Koblitz Miller

𝑔𝑎, 𝑔𝑏 ⟼ 𝑔𝑎𝑏

[𝑎]𝑃, [𝑏]𝑃⟼ [𝑎𝑏]𝑃

Fast arithmetic, with a hard discrete-logarithm problem.
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Why move beyond lines and conics?

Degree 1: on the additive line, a discrete logarithm is division.

𝑄 = [𝑚]𝑃 ⟹ 𝑚 = 𝑄𝑃−1 (mod𝑝), 𝑃 ≠ 0

Degree 2: conic groups return us to finite-field logarithms.

𝐶𝑑: 𝑥2 −𝑑𝑦2 = 1, 𝑑 nonsquare in 𝔽𝑝, 𝑝 ≠ 2

𝐶𝑑(𝔽𝑝) ≅ {𝑧 ∈ 𝔽×
𝑝2:𝑧𝑝+ 1 = 1}

𝑝+ 1 points, with finite-field index-calculus attacks.



Degree three: elliptic curves

A smooth projective curve of genus 1, with a chosen 𝐾-point 𝑂.

𝐸/𝐾: 𝑦2 = 𝑥3 +𝑎𝑥+𝑏

char(𝐾) ≠ 2, 3, 4𝑎3 + 27𝑏2 ≠ 0



Two points determine a third intersection

𝑃

𝑄

𝑆

𝑃+𝑄

𝑃+𝑄+ 𝑆 = 𝑂, 𝑃+𝑄 = −𝑆



A tangent adds a point to itself

𝑃

𝑆

[2]𝑃

𝐸: 𝑦2 = 𝑥3 −2𝑥

𝑃 = (−1,−1)

λ =
3(−1)2 −2

2(−1)
= −1

2

[2]𝑃 = ( 9
4

, 21
8 )

The tangent meets the curve twice at 𝑃.



The group law in formulas

λ =
𝑦𝑄−𝑦𝑃
𝑥𝑄− 𝑥𝑃 λ =

3𝑥2
𝑃 +𝑎

2𝑦𝑃

𝑃 ≠ ±𝑄 𝑃 = 𝑄, 𝑦𝑃 ≠ 0

𝑅 = 𝑃+𝑄

𝑥𝑅 = λ2 − 𝑥𝑃− 𝑥𝑄

𝑦𝑅 = λ(𝑥𝑃− 𝑥𝑅)−𝑦𝑃

𝑂+𝑃 = 𝑃, 𝑃+ (−𝑃) = 𝑂, and −(𝑥,𝑦) = (𝑥,−𝑦).
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Rational points on 𝐸/ℚ

𝐸: 𝑦2 = 𝑥3 −4𝑥+ 1

𝑃 𝑄𝑆

𝑃+𝑄

𝑃 = (0, 1), 𝑄 = (2, 1)

𝑦 = 1

𝑥(𝑥−2)(𝑥+ 2) = 0

𝑃+𝑄 = (−2,−1)



More rational points

𝑃

𝑆

[2]𝑃

λ =
3(0)2 −4

2(1)
= −2

[2]𝑃 = (4, 7)

[3]𝑃 = (−7
4

, 13
8 )

The tangent at 𝑃 is 𝑦 = 1−2𝑥



Mordell–Weil: a finite description

𝐸(ℚ) ≃ 𝐸(ℚ)tors ⊕ℤ𝑟

Torsion: [𝑛]𝑇 = 𝑂 for some integer 𝑛 > 0.

Rank counts independent infinite-order generators.

𝑦2 = 𝑥3 −4𝑥+ 1: 𝐸(ℚ) = ℤ𝑃⊕ℤ𝑄

𝑃 = (0, 1), 𝑄 = (2, 1), 𝑅 = [𝑚]𝑃+ [𝑛]𝑄



Some small ranks

Curve Rank Free generators

𝑦²=𝑥³−𝑥 0 none

𝑦²=𝑥³−2 1 (3,5)

𝑦²=𝑥³−4𝑥+1 2 (0,1), (2,1)

Positive rank gives infinitely many rational points.



Elliptic curves over ℂ

0

𝑖

1

1 + 𝑖

2

2 + 𝑖

𝑧 𝑧+ 1

Λ = ℤω1 +ℤω2

ω2/ω1 ∉ ℝ

Λ = ℤ+ 𝑖ℤ

[𝑧] = [𝑧+ 1] = [𝑧+ 𝑖]

A period changes the representative, but leaves the same class.



Why the quotient is a torus

ℂ/(ℤ+ 𝑖ℤ) ≃ (ℝ/ℤ)2

Square Cylinder Torus

Join left and right edges, then join the circular ends.

Two real dimensions, one complex dimension.



Addition modulo a lattice

0

𝑧

𝑤

𝑧+𝑤𝑧+𝑤−1

1

𝑖

−1 ∈ Λ

𝑧 = 3
4

+ 1
4
𝑖, 𝑤 = 1

2
+ 1

2
𝑖

𝑧+𝑤 = 5
4

+ 3
4
𝑖

[ 5
4

+ 3
4
𝑖] = [ 1

4
+ 3

4
𝑖]

Subtracting 1 ∈ Λ gives the same torus point.



The Weierstrass parametrisation

The Weierstrass function ℘ inverts the elliptic integral.

ℂ/Λ⟶ 𝐸(ℂ)

[𝑧] ⟼(℘(𝑧),
℘′(𝑧)

2
), [0] ⟼ 𝑂

(℘′)2 = 4℘3 + 4𝑎℘+ 4𝑏

𝑧(𝑃+𝑄) = 𝑧(𝑃) + 𝑧(𝑄) in ℂ/Λ.



Four points killed by doubling

0 1
2

𝑖
2

1 + 𝑖
2

(−1, 0) (0, 0) (1, 0)

𝑂 is the point at infinity.

𝐸(ℂ)[2] ≃ (ℤ/2ℤ)2

For 𝑦2 = 𝑥3 − 𝑥, use a scaled square lattice.
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Scalar multiplication: read the bits

13 = (1101)2

𝑃

Double, add

[3]𝑃

Double

[6]𝑃

Double, add

[13]𝑃

Read the bits from left to right, after the leading 1.

𝑅←[2]𝑅, 𝑅←𝑅+𝑃 if the bit is 1



The field operations behind each bit

λDBL = 3𝑥2 +𝑎
2𝑦 λADD =

𝑦𝑄−𝑦𝑃
𝑥𝑄− 𝑥𝑃

Bits 1 0 1

Work 𝐷, 𝐴 𝐷 𝐷, 𝐴

Field inversions cost time. Secret-dependent work may leak bits.



Projective coordinates

(𝑋:𝑌:𝑍) ∼ (𝑐𝑋:𝑐𝑌:𝑐𝑍), 𝑐 ∈ 𝐾×

𝑥 = 𝑋/𝑍, 𝑦 = 𝑌/𝑍 (𝑍 ≠ 0)

𝑌2𝑍 = 𝑋3 +𝑎𝑋𝑍2 +𝑏𝑍3

𝑂 = (0: 1: 0) The all-zero triple is forbidden.



Doubling without an inversion

𝑊 = 3𝑋2 +𝑎𝑍2

𝑋′ = 2𝑌𝑍(𝑊2 −8𝑌2𝑋𝑍)

𝑌′ = 𝑊(12𝑌2𝑋𝑍−𝑊2)−8𝑌4𝑍2

𝑍′ = 8𝑌3𝑍3

No inversion. Handle [2]𝑂 = 𝑂 separately.



One inversion at the end

Use the same bit algorithm in projective coordinates.

(𝑋𝑅:𝑌𝑅:𝑍𝑅) = [𝑘](𝑋𝑃:𝑌𝑃:𝑍𝑃)

𝑍𝑅 ≠ 0: 𝑧 = 𝑍−1
𝑅

(𝑥𝑅,𝑦𝑅) = (𝑋𝑅𝑧,𝑌𝑅𝑧)

If 𝑍𝑅 = 0, the answer is 𝑂.











Quantum computers change the problem

Shor’s algorithm gives the attacker a new tool.

attacker’s toolbox our toolbox

A sufficiently large fault-tolerant quantum computer solves the DLP.



From objects to maps

Today: elliptic curves and their groups of points.

φ:𝐸⟶ 𝐸′

φ(𝑃+𝑄) = φ(𝑃) +φ(𝑄), φ(𝑂) = 𝑂′

[2]:𝐸⟶ 𝐸, 𝑃⟼ [2]𝑃

Tomorrow’s (isogeny) talk: maps between elliptic curves.



Questions?
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